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High-Risk Jurisdictions subject to a Call for Action

FATF

HOME ABOUT COUNTRIES PUBLICATIONS [ Calendars [JECCEANS

-

igh-Risk Jurisdictions subject to a Call for Action — 21
February 2020

B9 sena [E] print N Tweet

IHigh-risk jurisdictions have significant stratagic deficiancies in their regimes to counter money |sundering, terrorist financing, and financing of proliferation. For all countries identified as high-risk, the
[FATF calls on all members and urges all jurisdictions to apply enhanced due diligence, and in the most serious cases, countries are called upon to apply counter-measures to protect the international
financial system from the ongaing money laundering, terrorist financing, and proliferation financing (ML/TF/PF) risks emanating from the country. This list is often externally referred to as the “black
fist”. *

Democratic People's Republic of Korea (DPRK)

The FATF remains concerned by the DPRK's failure to address the significant deficiencies in its anti-money laundering and combating the financing of terrorism (AML/CFT) regime and the serious
threats they pose to the integrity of the international financial system. The FATF urges the DPRK to immdistely and meaningfully sddress its AML/CFT deficiencies. Further, the FATF has sericus
concerns with the threat posed by the DPRK’s illicit activities related to the proliferation of weapons of mass destruction (WMDs) and its financing

The FATF reaffirms its 25 February 2011 call on its members and urges all jurisdictions to advise their financial institutions to give special attention to business relationships and transactions with
the DPRK, including DPRK companies, financial institutions, and those acting on their behalf. In addition to enhanced scrutiny, the FATF further calls on its members and urges all jurisdictions to
apply effective counter-measures, and targeted financial sanctions in accordance with apglicable United Nations Security Council Resolutions, to protect their financial sectors from maney
laundering, financing of terrorism and WD proliferation financing (ML/TF/PF) risks emanating from the DPRK. lurisdictions should take necessary measures to close existing branches,
subsidiaries and representative offices of DPRK banks within their territories and terminate correspondnt relstionships with DPRK banks, whers requirsd by relevant UNSC resolutions.

Iran

In June 2016, Iran committed to address its strategic deficiencies. Iran’s action plan expired in January 2018. In February 2020, the FATF noted Iran has not completed the action plan.[1]
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Mauritius
Morocco
Myanmar
Nicaragua
Pakistan
Panama
Philippines
Senegal
South Sudan
Syria
Uganda
Yemen
Zimbabwe

Jurisdictions under Increased Monitoring

HOME ABOUT PUBLICATIONS

COUNTRIES

Jurisdiction no longer subject to increased monitoring

Ghana
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(Suspicious Transaction Reporting)
(AMLL section 32 & FATF Recommendation 21,
INTERPRETIVE NOTE TO RECOMMENDATION 23)
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(TIPPING-OFF AND CONFIDENTIALITY)
(AMLL section 59, 66 & FATF Recommendation 21,
INTERPRETIVE NOTE TO RECOMMENDATION 23)
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United Nations Security Council Consolidated List

https://www.un.org/securitycouncil/content/un-sc-
consolidated-list
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FATF Guidance-Proliferation-Financing-Risk-Assessment-Mitigation.pdf
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Proliferation of WMD
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(Footnote 7 of FATF’s Guidance on Proliferation Financing Risk Assessment and
Mitigation)

Financing of Proliferation
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(Footnote 7 of FATF’s Guidance on Proliferation Financing Risk Assessment and
Mitigation)
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* Dual-use goods are items that have both commercial and military or

Dual-Use Goods (§S¢f:ad:09p5:4p2)

proliferation applications. This can include goods that are components of a
weapon, or those that would be used in the manufacture of a weapon (e.g.
certain machine tools that are used for repairing automobiles can also be

used to manufacture certain component parts of missiles).

< CQ C .¢..0¢ < < c _o¢
° 0?1?38(D®083096100300§o&30q3§9 ODODCD(“D&?CGID(O%) C\RG’B 3039@’.%803@@
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(Paragraph 25 of FATF’s Proliferation Financing Report, 2008)

/

Nuclear Chemical Biological Missile and delivery
Centrifuges Scrubbers Bacterial strains Accelerometers
High-speed cameras Mixing vessels Fermenters Aluminium alloys
Composites Centrifuges Filters Aluminium powders
Maraging steel Elevators Mills Gyroscopes
Mass spectrometers Condensers Presses Isostatic presses
Pulse generators Connectors Pumps Composites
X-ray flash apparatus Coolers Spray dryers Maraging steel
Pressure gauges Precursors Tanks Homing devices
Ignition Pumps Growth media Oxidants
Vacuum pumps Reactors Machine tools

Heat exchanges
Source: “Proliferation of weapons of mass destruction”, Report from the Swedish Security Service.
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S

Non-State-Actor

RES/1540 (2004) defines a non-state actor as an “individual or
entity, not acting under the lawful authority of any State in
conducting activities which come within the scope of this
resolution.”

Qﬁ @@:@U"qucﬁo&ésg@l:oéooé c;aooéao%gcﬂ :or% % mo%%&é@ﬁ
06p:083ZEFOMNT]ELUI0ODE00EGMI0RY  3>Peee0T5ED

C\ROO'_CD?CSQ(& 390)& qp"oo non-state actor U)GQT(S]ODéll

T it

Means of delivery

S/RES/1540 (2004) further defines the following:

Means of delivery: missiles, rockets and other unmanned systems
capable of delivering nuclear, chemical, or biological weapons that

are specially designed for such use.
0
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Related materials

S/RES/1540 (2004) further defines the following:

Related materials: materials, equipment and technology covered by
relevant multilateral treaties and arrangements, or included on national
control lists, which could be used for the design, development,
production or use of nuclear, chemical and biological weapons and
their means of delivery.
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1. Fund Raising (§§¢egqpeg(gés)
+ Domestic budget, networks overseas, criminal activities.
2. Disguising the Funds (q§a§degqpiasosdingudges)

* Transfer the funds into the International Financial System

+ Using extensive networks of Business (e.g.. Front Co.,), middle
man, opaque ownership structure, companies/ accounts near a
sanctioned countries, false documentation.

3. Procurement of materials and technology (ogpS:3§uoosé
$p5:0p20qpsqop(gSs)
* Use this funds to pay for goods, materials, technology and
logistics needed for WMD program.

B ——

Fund Raising

NS Aul ° Placement

Funds e Layering
* Integration

Procurement

WMD Program
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FATF’s Recommendations for Proliferation

INTERNATIONAL STANDARDS
ON COMBATING MONEY LAUNDERING
AND THE FINANCING OF

TERRORISM & PROLIFERATION

The FATF Recommendations

Updated June 2019
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1) R-1 Assessing risks and applying a risk-based approach
2) R-2 National cooperation and coordination

3) R-7 Targeted financial sanctions related to proliferation
4) R-15 New Technologies

5) 10-11 Persons and entities involved in PF are prevented

from raising, moving and using funds, consistent

with the relevant UNSCRs.
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(“risk” refers strictly and only to the potential breach, non-

implementation or evasion of TFS PF)
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COUNTRY/GEOGRAPHIC RISK
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*  Submitted on 6t April 2005 in accordance with

(https://www.un.org/en/sc/1540/national-implementation/national-

reports.shtml)
(UNSCRs ForDPRK)

1) 1718 (2006) (Establishment of 1718 Committee and Imposition of an
arms embargo, assets freeze and travel ban)

2) 1874 (2009) (Establishment of Panel Experts and Expands
measures related to arms’ exports and imports to all
arms and related material)

3) 2087 (2013) (Travel Ban and Asset Freezing List)

4) 2094 (2013) (Travel Ban, Asset Freezing, material and luxury good List)

5) 2270 (2016) (Travel Ban, Asset Freezing, vessel and luxury List)

6) 2321 (2016) (Travel Ban, Asset Freezing, material and luxury good List)

7) 2356 (2017) (Travel Ban, Asset Freezing)

8) 2371 (2017) (Travel Ban, Asset Freezing)

9) 2375 (2017) (Travel Ban, Asset Freezing)

10) 2397 (2017) (Travel Ban, Asset Freezing)
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(UNSCRs For DPRK)

UNSCRs which extend the mandate of panel experts

11) 1928 (2010), 17) 2345 (2017),
12) 1985 (2011), 18) 2407(2018),
13) 2050 (2012), 19) 2464(2019),

4) 2141 (2014), 20) 2515(2020),
15) 2207(2015), 21) 2569 (2021)i
16) 2276 (2016),
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Vessels List

(UNSCRs for Iran) -

UNSCR  -2231(2015)
» with list of persons, entities, banks, vessels and aircrafts
e 23 persons & 61 entities are listed
 JCPOA or% ao%oq_l&jeaooég_cf)epogé o%crgecjcﬁ (3%)
23053 05¢) 0058000520053 appdevs(gts
e JCPOA (r%c;ﬂocczcﬁézsaoof:aoggaqp:ogf: 390039@9

L i
GOS@ES

(https://www.un.org/securitycouncil/content/2231/list)
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Designated Vessels List under UNSCR 1718.pdf

(UNSCRs for Iran) -

Terminated UNSCRs under UNSCR 2231 {Para: 7(a)}

1) 1696 (2006)
2) 1737 (2006)
3) 1747 (2007)
4) 1803 (2008)
5) 1835 (2008)
6) 1929 (2010)
7) 2224 (2015)

Iran (UNSCR 2231)

Q OCo OC C C < C C
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UNSCR 2 “

* The List established and maintained pursuant to Security Council res.

2231 (2015)

» https://www.un.org/securitycouncil/content/2231/list
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https://www.un.org/securitycouncil/content/2231/list
The List established and maintained Under UNSCR 2231 (2015).pdf
The List established and maintained Under UNSCR 2231 (2015).pdf
The List established and maintained Under UNSCR 2231 (2015).pdf
The List established and maintained Under UNSCR 2231 (2015).pdf
The List established and maintained Under UNSCR 2231 (2015).pdf
https://www.un.org/securitycouncil/content/2231/list
https://www.un.org/securitycouncil/content/2231/list
https://www.un.org/securitycouncil/content/2231/list
https://www.un.org/securitycouncil/content/2231/list
https://www.un.org/securitycouncil/content/2231/list
https://www.un.org/securitycouncil/content/2231/list
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20.

21.
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Arms and related materiel embargo (cV05§03§6500500  0gESIRENRCN3
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Proliferation networks (WMD (g§,go:e000p9 080005 gpiasedlamesun(gés)

Interdiction and transportation ([03os(goSedesoi(ga  0ox(gd[gliss 20050y
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Assets Freezing (@59@89@0:08@@{5@8:)
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Coal, Minerals and Sectorial Bans (G(qpcrggsecgzl &o%wg))[ §§mc&pssq%(r38or§o§9l
qps)

Ban on export of condensates and natural gas ban to DPRK (c0ooooelobegsd
eﬂorgc;gqéoo&%ﬁ :>:(7c3J 80508@5:)

Ban on all refined petroleum products (20§0&3seq000500§ 330203203 8o50E(gEs)

Restriction on the supply, sell, or transfer of crude oil (cq)
ge(godzegpial mg,2005(g8:)
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Seafood Ban (0CQ005@2 02CQEQPEM ooooc@c:)
Ban on export of textiles from the DPRK (aaooésacf%éqp: mé?@e(r%g)o%occ:@&)
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Fuel Ban (ccon&enad 3o50E(g¢:)
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qua050005¢p2 & 20605042

Luxury goods ban (8850gn5:qp:8050&(géEs)
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Room DC2 2034
United Nations
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Tel. +1 917 367 9448
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Security Council Resolution 1718 (2006): paragraph 9
Committee Guidelines: Section 11

Security Council Resolution 2270 (2016): paragraph 32
(DPRK)

Security Council Resolution 2371 (2017): paragraph 26
(DPRK)

Security Council Resolution 2231 (2015): paragraph 21
(DPRK)
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1. The basic expenses

2. The extraordinary expenses

3. The subject to judicial, administrative or arbitral lien or

judgment (prior to the date of 14 October 2006)
4. DPRK diplomatic missions
5. 1718 Committee case-by-case determination

6. Financial transactions with the DPRK Foreign Trade Bank or

the Korea National Insurance Corporation
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The Chair of the Committee,
Her Excellency Ms. Mona Juul (Norway),

through the Permanent Mission of Norway to the United Nations

With copies to:
The Secretary of the Committee,
Mr. Davey McNab,

Email address: sc-1718-committee@un.org
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of evasion sanction —_

Volume of International Financial Services (e.g. Financial Centers)
Level of AML/CFT compliance (e.g. CDD measure, BO controls)

Underlying Proliferation Risk (e.g. Dual-use, military good industries,
Int; trading and shipping, presence of DPRK’s diplomatic)

Strength of Export Control, Customs and Border Controls and other
Mitigation Measures
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